REMINDER: Emailed to a group account. Do NOT reply using email group account.
For comments or inquiries email infosec@pijlhuillier.com.

¢ N F 0 S E 707

DMFIDENTIALITY = !H TEGRITY = A'-."r"i.l LABILITY

May 10, 2013 Release # 214

-- Begin Transmission --

Top 10 Social Engineering Tactics — Part 4
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5. Cateh Me @ Vish

Not having much success with phishing or whaling? Try vishing! Vishing is an attack that uses telephone to
perform the equivalence of a phishing attack. =

A common and effective example is using a war dialler. It is a computer |
program that is used to identify the phone numbers that can successfully
make a connection with a computer modem. The program avtomatically dials

a defined range of phone numhers and logs and enters in a database those
numbers that successfully connect to the modem. A war dialler is typically
used by a hacker to identify potential targets. f the program does not
provide avtomated penetration testing, the intruder attempts fo hack a
modem with unprotected log-ins or easily cracked pusswords. Such modems
can provide easy access to a company's infranet.

Another popular variation of a vishing attack is sending the original message
through a text message to a cell phone instead of calling the person directly.

4, Secial (Bnginesr) Netweorking

Social networking sites such as Facebook and MySpace are a social engineer’s
paradise. A social engineer can find out so much about you from these sites.
People post information about where they work, what they like to do, what
bands they like, and more. A social engineer can use the information heing
posted on the social networking page in a number of ways:
*Sending an email impersonating a friend listed on the page asking

HaVE your boer e for confidential information.

*Viewing pictures of a person to find out popular hang-outs and then

Cime v showing up at the same spots to social-engineer the person outside of
a work environment.
*Discovering the person's age, place of hirth, schoel, and previous
companies, which can all he used to target the person in a spear
phishing attack.
*Adding the person as a friend to build up an online relationship with
a person in order fo build trust. The social engineer then exploits that
trust to get information from the person which could be used to launch
another attack.

...to be continued
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